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PUBLISHED IN THE SERIES ON PRINCIPLES OF GOOD LABORATORY PRACTICE

AND COMPLIANCE MONITORING

* No. 1, OECD Principles of Good Laboratory Practice (as revised in 1997)

* No. 2, Revised Guides for Compliance Monitoring Procedures for Good Laboratory
Practice (1995)

e No. 3, Revised Guidance for the Conduct of Laboratory Inspections and Study
Audits (1995)

e No. 4, Quality Assurance and GLP (as revised in 1999)

* No. 5, Compliance of Laboratory Suppliers with GLP Principles (as revised in 1999)
e No. 6, The Application of the GLP Principles to Field Studies (as revised in 1999)

e No. 7, The Application of the GLP Principles to Short-term Studies (as revised in
1999)

* No. 8, The Role and Responsibilities of the Study Director in GLP Studies (as
revised in 1999)

e No. 9, Guidance for the Preparation of GLP Inspection Reports (1995)

e No. 10, The Application of the Principles of GLP to
Computerised Systems (1995)
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PUBLISHED IN THE SERIES ON PRINCIPLES OF GOOD LABORATORY PRACTICE

AND COMPLIANCE MONITORING

* No. 11, The Role and Responsibilities of the Sponsor in the Application of the
principles of GLP (1998)

e No. 12, Requesting and Carrying Out Inspections and Study Audits in Another
Country (2000)

e No. 13, The Application of the OECD Principles of GLP to the Organisation and
Management of Multi-Site Studies (2002)

e No. 14, The Application of the Principles of GLP to in vitro studies (2004)

e No. 15, Establishment and Control of Archives that Operate in Compliance with
the Principles of GLP (2007)

* No. 16, Guidance on the GLP Requirements for Peer Review of Histopathology
(2014)

e No. 17, The Application of GLP Principles to Computerised

Systems (2016)

* No. 18, OECD Position Paper Regarding the Relationship between the OECD
Principles of GLP and ISO/IEC 17025 (2016)
e No. 19, Characterisation and Use of Test Items (2018) 9
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The demonstration that a computerised system is suitable
throughout its life cycle for its intended purpose is of
fundamental importance and is referred to as computerised
systems validation. (p.9, para 4)
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WREGEDVRAT LDER

ranging from simple devices like balances to more complex devices such as
stand-alone PCs controlling lab-based instruments and complex systems like
laboratory information management systems. (p.9, para 3)

The same requirement also applies to computerised systems used to
produce other GLP-relevant data such as records of raw data, environmental
conditions, personnel and training records, maintenance documentation, etc.
(p.9, para 4)

As with any other type of software, COTS products require appropriate
validation depending on the risk and the complexity of any customisation. (p.14,
para 41)

Spreadsheet templates for calculations using pre-defined formulas, self-
written equations, or macros should be regarded as in-house developed
applications. (p.14, para 43)
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Formal qualification rather than validation may be acceptable for
Commercial Off-The-Shelf systems (COTS), automated equipment of low
complexity or small systems. (p.10, para 7)

Special focus and monitoring is expected with regard to the control of data
flow where interfaces to other systems are established. (p.10, para 9)

Decisions on the extent of validation and data integrity controls should be
based on a documented rationale and documented risk assessment. (p.11,

para 13)

Risk assessment should be used to develop an adequate validation strategy
and to scale the validation efforts. (p.11, para 14)
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The outcome of the risk assessment process should result in the design of
appropriate validation activities for computerised systems or computerised
system functionalities. (p.11, para 14)

If an application (e.g. a spreadsheet) is not complex, it might be sufficient to
verify functions against user requirement specifications. (p.14, para 41)

There should be evidence that the system was adequately tested for
conformance with the acceptance criteria set by the test facility prior to being
put into routine use. (p.17, para 52)

retention of documented evidence of all testing procedures, test data, test
results, a formal summary of testing and a record of formal acceptance. (p.17,
para 52)
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A supplier's testing activity and documentation may assist the test facility
management in its validation efforts and may supplement or replace test
facility testing. (p.18, para 63)

Test facility management should retain evidence of testing regardless of
whether the testing is done by the test facility or by a supplier demonstrating
appropriate test methods and test scenarios have been employed. (p.18, para
63)

Data migration should be part of the test facility management's validation

scope if GLP-relevant data is affected regardless of the status of any GLP study
project. (p.18, para 66)
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It is test facility management’s responsibility to ensure and demonstrating
that data are not altered during the migration process. Conversion of data to a
different format should be considered as data migration (e.g. from a
proprietary data format to PDF). Where data are transferred to another
medium, data must be verified as an exact copy prior to any destruction of the
original data. (p.19, para 67)

GLP-relevant data may be transported automatically, uni-directionally or bi-
directionally, from one system to another system (e.g. from a remote data
capturing system to a central data base, from spreadsheets to a LIMS, from a
chromatography data management system to a LIMS, or from a spreadsheet to
a statistics software application). All communication links are potential sources
of error and may result in the loss or corruption of data. (p.19, para 70)
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Computerised systems should be periodically reviewed to confirm that they
remain in a validated state, are compliant with GLP and continue to meet
stated performance criteria (e.g. reliability, responsiveness, capacity etc.). The
review should include, where appropriate, the current range of functionality,
deviation records, incidents, upgrade history, performance, reliability and
security that may have affected the validation status of the system. (p.22, para
89)

If a procedure includes an electronic data approval process, the data
approval functionality should be included as part of the system validation.
(p.25, para 108)

If data media, data formats, hardware or software of archiving systems (not
the data collection systems) change during the archiving period, the test facility
management should ensure that there is no negative influence on the
accessibility, readability and integrity of the archived data. (p.26, para 114)
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Test facility management should designate personnel with specific
responsibility for the development, validation, operation and maintenance of
computerised systems. (p.12, para 25)

Test facility management can delegate responsibilities fully or partly at an
individual system level or collectively to adequately trained personnel. (p.12,

para 26)

Procedures should describe how tests are conducted and clearly define
roles and responsibilities and documentation requirements. (p.18, para 63)
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Administrator rights should not be given to persons with a potential interest
in the data (e.g. the laboratory role 'analyst' is not compatible with the system
role 'administrator' in a chromatography data management system). (p.24,
para 98)

“The archivist, who holds sole responsibility, may delegate tasks during the

management of electronic data to qualified personnel or automated processes
(e.g. access control). (p.26, para 113)
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User requirement specifications should be written for any application that is based
on a COTS product. (p.14, para 42)

Documentation supplied with a Commercial Off-The-Shelf (COTS) product should be
verified by test facility management to ensure it is able to fulfill user requirement
specifications. (p.14, para 42)

User requirement specifications are of paramount importance for all validation
activities and should be generated for all GLP-relevant computerised systems regardless
of the system's complexity. (p.17, para 56)

User requirement specifications should cover all GLP-relevant functions of a system
and should be used in the risk assessment to identify critical functions and appropriate
testing activities. (p.17, para 57)

Testing (e.g. installation testing, user acceptance testing) should be carried out to
ensure that a system meets predefined requirements. It is test facility management’s
responsibility to understand the need for testing and to ensure the completeness of the
tests and test documentation. (p.18, para 63) 29
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URS: User Requirement Specification

<L TRLLVKRA >

1. HoPBVATLDEARF(HAHWNIIEER) IZURSDIERL
NILETHY . BEEIXHEZURSIZEDUNTITS

2. URSIZIE. &V AT LTHFIN AR IIWNEL (GLP T TfE
A9 5)Beex2THIEET S
BIZIX. TAERRE/ DAL TAHETRRTED|LE)



REF-E£T—74

Stored data should be verified for restorability, accessibility, readability and
accuracy. (p.20, para 74)

When a system or software is updated, it must be possible to read data stored
by the previous version or other methods must be available to read the old data.
(p.20, para 75)

Software should be retained in the archive if necessary to read or reconstruct
data. (p.20, para 75)

If data are printed to represent raw data, all electronic data including derived
data as well as metadata and (information about data changes if such changes are
necessary to maintain the correct content and meaning of the data) should be
printed. (p.21, para 79)
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e.g. if the complete set of information of an analytical system is printed and
maintained electronically in parallel it should be define which set of information

is the regulated one (p.25, para 107)

Any GLP-relevant data may be archived electronically. The GLP Principles for
archiving must be applied consistently to electronic and non-electronic data. It is
therefore important that electronic data is stored with the same levels of access
control, indexing and expedient “retrieval” as non-electronic data. (p.26, para
110)

The archivist should be able to control the assignment of "view only" access to
archived electronic data in order to verify that the requirements for archived
data are met. (p.26, para 111)
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Where problems with long-term access to data are envisaged or when
computerised systems have to be retired, procedures for ensuring continued
readability of the data should be established. (p.26, para 114)

As content and meaning of any electronic data should be preserved during
the archiving period, the complete information package should be identified
and archived (e.g. raw data, meta-data necessary to understand correctly the
meaning of a record or to reconstruct its source, electronic signatures, audit
trails, etc.). (p.26, para 114)

Any data held in support of relevant computerised systems, such as source
code, development, validation, operation, maintenance and monitoring
records, should be held for at least as long as study records associated with
these systems. (p.27, para 117)

33



RE-HET—4
<1I

BEELTEHLLVRA >

1. YRATLSATHAINEBLT. BFET 2D RE
M EIETEEZHF I DDENHIN ., TD HDTTE HFIC

REEZHF I =M ELT VI IZ T ZDLDERTEF
FACELMEICIGLTERT S

2. ET—REELIZ AT —ADNREFLLE

3. BRRIGEAICK ST, BEFET —FZEMICHRIT H2LE
NHHEEITIEL, BRET R ARET A2 T —F2DH
Rl HEELED

4. iLFMEBFOMATT — 2D EEIERENDIGE
ELLNET—REDNZEHoNLHBATEIZT S

(]




REF-E£T—74

<L TRLLVKRA >

5. H—N\FIZREFEINE=BEFT—2H. BEROEKRERFRIZ.
GLP7—AHATDEH (AZEFHIRE., mRFE-#4F1H. ELEL - IREAD
FOTEEHERE)THR-IVENHS

6. RFSNI=EFT 2OBEERT7VEREDNDETEIL, EFHR
FHEEEEEXARICE >TITONADLELNDHSD

7. DATLDZATHAVIILTRELIZERIL., DD, 554
AT LTRE - ERLI-T =20 HETRTFT DR EINGLL
DETHRET S




RE-£7—4%

<HART—REIE>

BIZIE. SVFDEREZTEFX

TTHIELI=ET B,

[£57—%]
KE: 221g

[A2T—%4])

BEE: EE HAAH
HIEH: 1H21H
BEZl:  15:23

M 35ID:  K123456

~

ZOM: BERR. AREEEORDERE, EE;

IE



<BESEEEIREIS>

ATLEDFRE-VEBEOAR (EHELICEHE)E BT
B TEALSIEBRIIZASDTERESNRHFDI L,
KLEORTLOAOY,

BIZIEX. ET—2AN.FEE. BEELST-ERERTZITTEL,
DATALICATA -0 7O EEEFLEHRLI-LD

37



5 75 ST 30

Audit trails need to be available and convertible to a human readable
form. (p.21, para 80)

Completeness and suitability of the audit trail functions and settings may
be considered. GLP quality assurance personnel should be involved. A review
of the audit trail functions should be based upon an understanding of the
use of the system, the ability to modify the record and the controls
preventing malicious alterations of the records. (p.22, para 82)
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Changes may be required in response to incidents or to facility/study
specific purposes. After modification or repair, the validation status of the
system should be verified and documented. (p.22, para 87)

Modifications implemented by routine automation (e.g. virus protection or
operating system patches) should be part of formal change control or
configuration management. The absence of change management for a
computerised system should be justified and based on risk assessment. (p.22,
para 88)
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During the daily operation of the system, records should be maintained of
any problems or inconsistencies detected and any remedial action taken. (p.24,
para 99)

The root cause of an incident requiring remedial action should be identified
and should form the basis of corrective and preventive actions. (p.24, para 99)

Test facility management should have incident management interfaced or
integrated with change management, configuration management, periodic
review and training. Incident review should be part of a periodic system
evaluation. (p.24, para 100)
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The same provisions also apply for all personnel involved with computerised
systems. (p.11, para 16)

It is the overall responsibility of the local test facility management to ensure
that computerised systems provided within a wider company are operated and
maintained locally in accordance with the Principles of GLP. (p.12, para 26)

When suppliers (e.g. third parties, vendors, internal IT departments, service
providers including hosting service providers) are used to provide, install,
configure, integrate, validate, maintain, modify decommission or retain a
computerised system or for services such as data processing, data storage,
archiving or cloud services, then written agreements (contracts) should exist
between the test facility and the supplier. (p.13, para 34)
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These agreements should include clear statements outlining the
responsibilities of the supplier as well as clear statements about data

ownership. (p.13, para 34)

A test facility may include the company’s IT department as a part of its GLP
facility. In such cases they must have a reporting line to test facility

management. (p.14, para 40)
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