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Outline

◼ Part 1: Updates of Guidance for Industry on 

Management of Cybersecurity in Medical Devices

◼ Part 2: Cybersecurity evaluation requirements 

for medical device product registration

◼ Part 3: Example - Cybersecurity Risk Assessment 

Report for Cloud-based Electrocardiogram 

Management System
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◼ “Guidance for Industry on 

Management of Cybersecurity in 

Medical Devices”

-1st announced in Nov. 2019

-Revised in May 2021

→ Renew and add references. 

→Add table of design principle/review 

requirements

Part 1 – Updates of Announced Guidance

English version:
http://www.fda.gov.tw/ENG/lawContent.aspx?cid=5063&id=3331

References:

✓ IMDRF

✓ USFDA

✓ Health Canada

✓ TGA

✓ Saudi FDA

✓ ISO 14971:2007

✓ UL 2900 series

✓ ISO/IEC 27000 

series

✓ NIST

⚫ Implantable pacemaker pulse generator

⚫ Cloud-based Electrocardiogram 

Management System

Announced 4 reference templates of cybersecurity evaluation

and MDS2. 

⚫ Glucose test system

⚫ Oximeter application software 

(Dec. 2021, Jun 2022)
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Part 2

Cybersecurity evaluation requirements for 

medical device product registration
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Principle and Scope of Cybersecurity

◼ Applicable to the medical devices 

that contain software (including 

firmware) or programmable 

logic as well as software that is a 

medical device (including mobile 

applications).

To ensure the security, safety and 

effectiveness of medical device.

A set of cybersecurity control 

measures should be periodically 

evaluated. 

Total product life cycle.

• Security issues: 
-Resulting from cyber connection or data transmission. 

-To prevents unauthorized activities diminish the function of devices 

and may harm patients. 

Scope Principle 
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Cybersecurity and Product Life Cycle

Idea 

Generation

Product 

Design
Product 

registration

Requirement/Risk 

Analysis 

Product 

Development

Post-market 

Surveillance
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Cybersecurity Risk Management

✓ Maintenance of Security and Primary 

Performance 

✓ Identification of Cybersecurity Signals 

✓ Analysis and Assessment of Vulnerability 

Properties 

✓ Execution of Risk Analysis and Threat 

Modeling 

✓ Analysis of Threat Source 

✓ Integration of Product and Threat Detection 

Capacity 

✓ Assessment of Effects of all Products 

✓ Assessment of Compensating Control 

✓ Assessment of Risk Mitigation Measures and 

Residual Risks
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Premarket Review Requirements 

Design Documentation 

Risk Management Documentation 

Security Testing Documentation 

Traceability Matrix 

Software Bill of Material (SBOM) 

Labeling and Documentation 

1

2

3

4
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Part 3

Example  

Cybersecurity Risk Assessment Report for Cloud-

based Electrocardiogram Management System

I. Introduction

II. General Requirement

III. Cybersecurity Assessment
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I. Introduction

⚫ Document Overview

- Risk analysis

- ECG management critical parts

- SBOM

- Security Design Development

- Validation reports

Evaluation Team

Name

Title

Specialty

Responsibility 

No. Document Identifier Title 

1 ISO 14971:2019 Medical devices -- Application of risk management to 

medical devices 

2 IEC 62304:2015 Medical device software - Software life cycle processes 

3 AAMI TIR 57:2016 Principles for medical device security—Risk management 

4 IEC 80001-2-8:2016 Application of risk management for IT-networks 

incorporating medical devices 

⚫

⚫ References
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II. General Requirement

⚫ Development Process 

Privacy and Security Design Vulnerability and Update Management

Secure Coding Principles and Analysis

Vulnerability Scanning and Testing

Access Control

Communication Ensuring

⚫ Intended Use

Account Pairing Data flow Encrypted connection

⚫ System Operating Architecture
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II. General Requirement (continued)

⚫ Security Requirement Specification

⚫ Security Detail Design

⚫ Security Validation & Verification

Category Question Adoption Code

Confidentiality Y/N/NA

Integrity

Availability

Input Testing

Authorization and Access 

Control

Authentication
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II. General Requirement (continued)
⚫ Security Validation & Verification

⚫ Traceability Matrix

Test No. SVV-01

Software Version V1.0.2

Description The operating records of the ECG management system are 

properly protected and backed up to avoid unauthorized access

Operator John

Date 2023/10/5

Method Make sure that system logs can only be accessed by accounts 

with system administrative privileges

Acceptance criteria 1. account with system management authority can log in to the 

system, and access the system log

2. Accounts with non-administrative rights cannot log in to the 

system and cannot access the system logs. And system should 

display “Permission denied”.

Result PASS
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III. Cybersecurity Assessment

⚫ Data Flow Diagram

⚫ Cybersecurity Threat Analysis 
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Thanks for your attention


