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Data Quality vs Data Integrity

Data Quality
Assurance that the data produced are generated according to
applicable standards and fit for intended purpose.
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Data Integrity

Degree to which data are complete, consistent, accurate,
trustworthy and reliable and that these characteristics of the data
are maintained throughout the data life cycle.
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(DI A &> R 3.4, Data integrity X O* 3.5. Data quality )
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(DI A %> X . 2 Introduction)

This guidance should be equally applied to the control of all data
types and formats. Some points are nevertheless focused, and
specifically applicable, to electronic data and electronic systems.
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MO00-002 160 EQ-001 21001 2020-11-16 9:01 NO
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MO00-004 156 EQ-001 21001 2020-11-16 9:04 NO
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22 BA C BEE AL (Audit Trail)

(DI A X > X : 3.1 Data)

The audit trail is a form of metadata that contains information
associated with actions that relate to the creation, modification or
deletion of electronic data. An audit trail provides an automated secure
way of recording life cycle details such as creation, additions, deletions
or alterations of information in an electronic record without obscuring
or overwriting the original record. An audit trail facilitates the
reconstruction of the history of such events relating to the record,
including the ‘who, what, when and why’ of the action.
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(DIF A &> X : 3.2 Data structure)

A static record format, such as a paper or electronic record, is one that is
fixed and allows no interaction between the user and the record content.

Records in a dynamic state are mostly electronic records that allow for an
interactive relationship between the user and the record content.

[£%f97 — & : Static Record]
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[E1897 — % : Dynamic Record]
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(6.14. Data retention)
Verified copies may be retained in place of the original, provided that a
documented system is in place to verify and record the integrity of the copy.

Verified COpy~DEEREE L, —FEDERHEDTF, FFRIND
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(6.14. Data retention)
When electronic raw data cannot be converted to verified copies (e.g. to

prints on paper or pdf) without a loss of information (e.g. associated
metadata), they should remain available in the original state.
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(DIffA &> &+ 5. Principle actions to ensure data integrity )

2. TFM is expected to implement a fully documented system with supporting
rationale that provides an acceptable state of control based on the data
integrity risk. An example of a suitable approach is to perform a data
integrity risk assessment where the processes that produce, process
and/or store data are mapped out and each of the formats and their
controls are identified and the data criticality, inherent risks and
appropriate mitigations documented.
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(6.2. Generation, capture or recording of raw data)

Data recorded manually may require independent verification
based on a data integrity risk assessment or by other
requirements.
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(6.7. Transcription)

Transcriptions should be avoided as they increase the risks of
errors and inconsistencies.
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(6.2. Generation, capture or recording of raw data)

The use of blank paper proformas for raw data recording should
be limited and controlled but should also be available to allow
the contemporaneous recording of unexpected events. The
reconciliation between the available sets of blank forms at the
beginning and upon completion of all issued forms should be
implemented. The use of paginated books can be an
appropriate solution, so that the deletion of pages could be
detected. Risk assessment should identify the level of control
needed and the absence of full control and reconciliation should
be justified.
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