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The Classification — How should you

handle your data?

Alan Turin
= g Very sensitive personal, Access only from know
I n St I t u t e commercial or government dedicated secure roonm
data Stricter package whiteli
Personal data with weak or Access only from know
no pseudonymisation, or physical space
D a ta S a fe H a ve n s more sensitive commercial Access only via managed device
or government data Whitelisted package
Shared model for classifying data sets and work
packages into common sensitivity tiers, with Most commercially Access only from known networl
recommended security measures for each tier sensitive data Remote desktop on
Strongly No outbound intern:
pseudonymised No copy/pas
A reference implementation on Azure to provide a personal data Full package mirro
secure cloud-based platform for remote analysis of
sensitive datasets Independent, isolated secure Data with very low No Safe Haven require
research environments deployed for each project consequences for Outbound internet o
disclosure Access from internet o
Still require good standar
Shared identity, authorization and access management TI er 1 security practice
across project environments
Open data No Safe Haven require
Outbound internet o
. Access from internet o
Tier O Still require good standar

security practice

Maximizing researcher productivity while maintaining
security appropriate to the tier



Using Data Safe pmmmmmmm e . S _

New work s - ~ - N
package v Independent per-project Secure \ 73 Shared Safe Haven Management S
Have ns P e / Research Environments (SREs) L s
I e e A e, e .
— — : ;: \ " \ ' \ : | - Private Tier 3 Mirrors \, 1
L ) i :E (a] [&]! :EE] @ ! 'S &! ; 1  Internal External ! Mirror whitelisted 1
We create separate secure — ® i : I : : : I : | Mirror Mirror packages only :
environments for each — a : : (a] [a] : : (a] (& [ @] (&] : : _._@_.El ._G_ E] & |
. 1
new research project </> @ : \.._ ! \ / \ ! : : o e ST Rl & a TN e s (PyPi / CRAN) 1
@R | Classifythe | Tt i~ ST - !
Made possible by software- New INV — ) : : R e = e ~ :
= - @ ] I 1 Shared Tier 3 Mirrors \
defined mfrastruct_ure and dataset or ~ package | N R wer .1 Mirror whitelisted :
supported by public cloud code to be REF I Project specific Secure | : : s el packagesonly |
included in : B e it 4 e S l
project . D ——— S (@] (=] &
| 7 \ R [ e e S e oy o S i
Data Lifecycle : ! v N R | Al 4
: - [ L a .
1 1] smmmecccccccc——-
1 : " " - @ ' El EI ! : o 0 Shared Tier 2 Mirrors : :
- New project Classifying a — : Data 4 |standard GPU Lt ! | : | Internal External ! Mirror all "
work package . | 1 ! " | ] Mirror Mirror packages 1
2. C(lassify data, and analysis considers all the — T : EIEIEI T !:, -~ E]‘_G_ [E] 4 :
as a Work Package da;a-":fts b‘:"d ; —h . \__Custer s ! 1| @ "= W = N (Pypi/ CRAN) !
S )| o | 1| .
3. Deploy a Secure Research : I : : | User Authentnmtuon :
. I I P e el N e e
Environment (SRE) Per-project | : : i ;/ ADDomain \\ :
access : : | : : Controller Azure AD }
4. Ingress the data controls | I s LE_] b
I (— = A : ! : :
i = \ . ok Users + Group | @ s
5. Carry out the research in o : [EI . E] IE] | L : sers+Group | o s bl |
the SRE I 1 Remote ! GitLab HackmD/ 1 [ : i permissions : T :
B e 1 1
Desktop ) ; 1 [E] i
: " & : \ server SRR Sl - ! MFA and self -
6. Classify outgoing data as - T - Ko : RADIUS ! _ I
Work Packages User ‘. o .\ server (NPS) e -
N . , N e - management K
7. Egress the data ST Tttt j = —— e

Independent Secure Research Environment for each Tier of Work Package
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