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Update Critical WPI Strategy Cisco
CNI End-of-Life EoL IMDRF EOS

CNI IT

EoL

92.0

88.0

87.8

83.0

65.0

:

EoL
2022 60% 2020

Windows 7

1. CNI EoL
2. 
3. EoL
4. 

https://www.wpi-strategy.com/end-of-life-tech-report

EOS
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https://japan.zdnet.com/article/35198418/
https://msrc-blog.microsoft.com/2016/10/11/more-on-windows-7-and-windows-8-1-servicing-changes/

https://it.impress.co.jp/articles/-/27034

5
(

10

Windows 2000 Professional 2000 3 31 2005 6 30 2010 7 13

Windows XP Professional 2001 12 31 2009 4 14 SP2 : 2010 7 13
SP3 : 2014 4 8

Windows 7 2009 10 22 2015 1 13 2020 1 14

Windows 8.1 2013 11 13 2018 1   9 2023 1 10

Windows 10 IoT Enterprise
2015 LTSC

2015 7 29 2020 10 13 2025 10 14

Windows 10 IoT Enterprise
2016 LTSC

2016 8 2 2021 10 12 2026 10 13

Windows 10 IoT Enterprise
2019 LTSC

2018 11 13 2024 1   9 2029 1   9

Windows 10 IoT Enterprise
2021 LTSC

2021 11 16 2027 1   12 2032 1   13

Windows 11 IoT Enterprise
2024 LTSC

2024 10 1 2029 10 9 2034 10 10

2020 1 14

2023 1 10

2020 10 13 2025 10 14

2021 10 12 2026 10 13

2024 1   9 2029 1  9

2027 1   12 2032 1  13

ESU EOS

ESU
*ESU: Extended Security Updates

Windows

Windows10 
Windows11 

E

LTSC Long-Term Servicing Channel

EOS
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IMDRF International Medical Device Regulators Forum

Principles and Practices for the Cybersecurity of Legacy Medical Devices 
https://www.imdrf.org/documents/principles-and-practices-cybersecurity-legacy-medical-devices

SBOM Principles and Practices for the Software Bill of Materials for Medical Devices
https://www.imdrf.org/documents/principles-and-practices-software-bill-materials-medical-device-cybersecurity

(IMDRF)

2 5 13 0513 1
0513 1 2020 IMDRF

http://imdrf.org/docs/imdrf/final/technical/imdrf-tech-200318-pp-mdc-n60.pdf
https://dmd.nihs.go.jp/cybersecurity/IMDRF_Guidance_Japanese_version.pdf

es
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2000 2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022 2024 2026 2028

NimdaWindows GAO

JISIEC 62304 Ed1.1

IEC 82304-1 JIS

ISO 14971 Ed3 JIS

IEC 62366-1A1 JIS

IEC 81001-5-1 JIS

TC62 Scope

Medical electrical equipment

TC62 

Medical equipment software and systems

FD&C
NIS 2

IMDRF 
IMDRF:International Medical Device Regulators Forum

S

Guide 51 Safety

Secure by Design Guidance 13

IEC 81001-2-2

26024

Ed.1

CS

2006
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2.

ISO/TC210
Quality System
WG1 QMS
JWG1 Risk Management

ISO/TC215
Health informatics  

JWG7

IEC/TC62
SC62A

SNAIG

JWG3
JWG4

Guide63/
ISO 14971
Patient Safety

Lifecycle Processes / 
Testing

ISO/IEC JTC1/SC7
Software and systems engineering

ISO/TCSSN GGNAIIN

AI/ML
(Regulated)H

AI/ML
(General) Guide 73/

ISO 31000
Functional Safety

ISO/IEC JTC1/SC42
Artificial Intelligence

JWG3 AI enabled health 
informatics

TF5: Terminology

JWG12 
with IEEE

IEC TC62    
SNAIG AI

JWG12 IEEE              
SC62A 

JWG1 ISO TC210
JWG3 ISO TC210
JWG4 ISO TC210
JWG7 ISO TC215 :

ISO TC210 (ISO 13485, ISO 14971, )
ISO TC215 Health Informatics                                           ISO/HL7 27931, ISO 27799, 

ISO/IEC JTC1/SC42
JWG3 (ISO TC215 AI

ISO/IEC JTC1/SC7  
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health software IEV 880-20-07

880-10-05

880-09-24
MES 880-09-27

1
2 MES

OTS off-the-shelf COTS

JIS T 81001-1:2022 3.3.9 3
1 2

IEC 82304-1
IEC 62304 Ed.2

SaMD 2024
11 CRA

2026 4 JWG7

IEC 81001-5-1:2021 Figure 1 HEALTH SOFTWARE field of application

MDR IVDR CRA
CRA

SBOM

NIS2 CRA
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IMDRF SaMD-WG
N81: Characterization Considerations for 
Medical Device Software and Software
Specific Risk 

https://www.imdrf.org/sites/default/files/2025-
01/IMDRF_SaMD%20WG_Software-
Specific%20Risk_N81%20Final_0.pdf
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N10 Software as a Medical Device(SaMD): 
Key Definitions
https://www.imdrf.org/documents/software-
medical-device-samd-key-definitions

N10 SaMD: 2013/12/9

N12 “Software as a Medical Device”: 
Possible Framework for Risk 
Categorization and Corresponding 
Considerations
https://www.imdrf.org/documents/softwar
e-medical-device-possible-framework-
risk-categorization-and-corresponding-
considerations
N12 SaMD: 

2014/9/18

N23 Software as a Medical Device (SaMD): 
Application of Quality Management System
https://www.imdrf.org/documents/software-
medical-device-samd-application-quality-
management-system

N23  SaMD: QMS 2015/10/2

N41 Software as a Medical Device 
(SaMD): Clinical Evaluation 
https://www.imdrf.org/documents/softw
are-medical-device-samd-clinical-
evaluation

N41  SaMD: 2017/9/12
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MDR 11a EU
MDSW

MDSW

~IMDRF 5.1.1

~IMDRF 5.1.2

III IIb IIa
~IMDRF 5.2.1 IV.i III.i II.i

IIb IIa IIa
~IMDRF 5.2.2 III. ii II.ii I.ii

IIa IIa IIa
II.iii I.iii I.i

1 11

IMDRF SaMD-WG
N12 Software as a Medical Device: Possible 
Framework for Risk 13 Categorization and 
Corresponding Controls
https://www.imdrf.org/documents/software-medical-device-possible-
framework-risk-categorization-and-corresponding-considerations

SaMD

Critical IV III II
Serious III II I

Non-serious II I I

IMDRF N12 7.1 SaMD

SaMD

ISO 24973 DT
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SaMD N12 SaMD

• 1
•
•
•
•
•
•

IMDRF SaMD-WG

SiMD

SaMD

or UI
N21 …

SaMD

or 
N21 …

SiMD

SaMD

SaMD

/

SaMD
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2020 2022 2024 2026 2028 2030 2032 2034 2036 2038 2040

TC62 

Medical equipment software and systems

20 2

FD&C
NIS2

20 2022202

Secure by Design 
Guidance
13

ISO/IEC 81001-5-2

IEC 62304 Ed.2

IEC 81001-2-2

IEC 82304-1 Ed.2

202424

NIS2 CRA

2

CRA

026

Global Government 
Expert Forum on 
SBOM SBOM

“ SBOM
”

CRA

IEC 60601-1 Ed4

IEC 81001-5-1 IEC 81001-5-1 Ed.2

AAMI CR 515AI/ML

JIS

2

IEC 60601-1
Ed.4 

20282

AI

JIS

5
AI/ML

MDS2

•

•

•

•

SBOM

NIS2 CRA AI
2030 Ed.4

1
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•
•
•

NIS NIS2

ICT

21

23
24 72 1

EUCC
1000

NIS2
CRA
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https://www.fda.gov/media/119933/download
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MEDICAL TECHNOLOGY AND HEALTH IT JOINT SECURITY PLAN V2
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf

JSP V2

GVP

SBOM

SPDF:
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VII.    FD&C 524B
A. FD&C 524B

FD&C 524B (a) 524B (c)
510(k) PMA PDP De Novo HDE

524B (b)
FDA

B. FD&C 524B
FD&C 524B “ ” FD&C 524B (c) “

” “(1)
(2) (3)

”
FDA

FDA

•
• Wi-Fi Bluetooth Bluetooth Low Energy
•
• USB https://www.fda.gov/media/119933/download
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FDA OT
FDA

IoT
OT

NIST FIPS CISA
COTS

OT

FDA
3

https://www.fda.gov/media/187159/download

QMS



25Security in Healthcare Intelligence Electronics Legacy system and Digital transformation (SHIELD) for Medical Devices 2026

IEV 60050
880 881

CD 2

2025

CDV 1

CDV1

CDV 2

2026 2027 2028 2029 2030 - 2035

CDV2 FDIS + 

80

IEC 62304 Ed.2

IEC 82304-1 Ed.2

IEC 62304 Ed.2 CDV
IEC 82304-1

CDV1

IEC 60601-1 Ed.4

IEC 60601-1 Ed.4

WG

WG 37 Frag.1 General requirements

WG 38 Frag.2 Physical environment hazards

WG 39 Frag.3 User interface aspects (including all labelling and information to be provided)

WG 40 Frag.4 Materials hazards

WG 41 Frag.5 PEMS (e.g., SaMD (Software as a medical device), SiMD (Software in a medical 
device), firmware, software, apps, OS, drivers) related hazards

WG 42 Frag.6 Electrical hazards

WG 43 Frag.7 Mechanical hazards

WG 44 Frag.8 Thermal and fire hazards

WG 45 Frag.9 Optical radiation (visible, UV and IR) hazards

WG 46 Frag.10 Ionizing radiation hazards

WG 47 Frag.11 Electromagnetic exposure hazards (not optical or ionizing but including SAR)

WG 48 Frag.12 Electromagnetic disturbances (including wireless coexistence) hazards

MT49 IEC 62304 Ed.2

12WG
Group1: Frag 1,2,3,4,11
Group2: Frag 5,6,7,8,9,10,12
MT49: IEC 62304 Ed.2

FDIS+
1

IEC 60601-1 Ed.4 
FDIS

2029 2030
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ISO 81001-1 ISO TC215
Security/Cybersecurity – state where information and systems are 
protected from unauthorized activities, such as access, use, 
disclosure, disruption, modification, or destruction to a degree that the 
risks related to violation of confidentiality, integrity, and availability 
are maintained at an acceptable level throughout the life cycle

Disaster 
RecoveryMachine failure
Human error

Etc.

DDoS attacks
Ransomware

Cross-site scripting

human damage
Etc.

Etc.

physical safety
Building 
protectionEtc.

Security is defined in IEC Guide 120

Information security is defined in 
ISO/IEC27000

Cybersecurity is defined in ISO/IEC TS 27100

information security
Preservation of confidentiality, integrity and availability of 
information
Note 1 to entry: In addition, other properties, such 
as authenticity, accountability, non-repudiation,
and reliability can also be involved.

cybersecurity
safeguarding of people, society, organizations and 
nations from cyber risks
Note 1 to entry: Safeguarding means to keep cyber risks 
at a tolerable level.

Security is the collection of physical, technical and 
organizational measures to protect assets in the 
electrotechnical domain — including equipment, systems, 
services, information and operational procedures, and 
people — from threats and risks so as to maintain their 
functionality, safety, reliability, availability, integrity and 
confidentiality

“ ”

,

ISMS
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STRIDE 
CWE

Annex
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FDA
1.

2.

3.

4.

5.

6.

FDA V.A.1.

1.

2.
3.
4.
5.

6
https://www.meti.go.jp/policy/netsecurity/wg3/kensyou_tebiki_r6kaitei.pdf
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JIS T 14971

JIS T 62366-1

JIS T 14971

A.4 JIS T 14971

EOS

UI
/
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ISO/IEC 81001-5-2 Health software and HIT system safety, effectiveness and security -
Part 5-2 Security Rist Management for Manufacturers

ISO14971 

IEC 81001-5-1
IEC 81001-5-1

AAMI TIR57:2016         AAMI TIR97:2019    AAMI SW96:2023
CS-RM CS-RM    CS-RM

TIR 57 ISO 14971
ISO 14971:2019

/
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Ed.2 36 CD 2026/9, DIS/CDV 2027/9, IS 2028/9
Scope 

IEC 
62443-4-1 IEC 62304 

IMSDRF FDA JSP Joint Security Plan V2 
JSP2: https://healthsectorcouncil.org/jsp2/

Scope 
This document defines the security LIFE CYCLE requirements for development and maintenance of HEALTH SOFTWARE – taking the specific needs for 
HEALTH SOFTWARE into account. The PROCESSES, ACTIVITIES, and TASKS described in this document establishes a common framework for secure 
HEALTH SOFTWARE.
This document excludes specification of ACCOMPANYING DOCUMENTATION contents.

4.3
Ed.1 ISH Ed.2 

IEC 62304 I, II 

REQUIRED SOFTWARE”
SUPPORTED SOFTWARE” MAINTAINED SOFTWARE”

End of Sales
End of Guaranteed Support: EOGS 17
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IEC TR 80001-2-2 80001-2-8
IEC TS 81001-2-2 TS 2025/10/1
HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY EFFECTIVENESS AND SECURITY –
Part 2-2: Guidance for the disclosure communication and implementation of medical device security needs risks and controls 

IEC TR 80001-2-2:2012
Application of risk management for IT-networks 
incorporating medical devices Part 2-2: 
Guidance for the disclosure and communication 
of medical device security needs risks and 
controls

IEC TR 80001-2-8:2016
Application of risk management for IT-networks 
incorporating medical devices Part 2-8: 
Application guidance Guidance on standards 
for establishing the security capabilities 
identified in IEC TR 80001-2-2

IEC TS 81001-2-2:2025
Health software and health IT systems safety
effectiveness and security Part 2-1: 
Guidance for the disclosure communication 
and implementation of security needs risks 
and controls

•
• TR TS
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MDS2 Form HN 1-2019

IEC TS 81001-2-2:2025 MDS2 - Transparency

IEC TS 81001-2-2 SBOM
MDS2 SBOM

SBOM
• SBOM
•

SBOM

IEC TS 
81001-2-2

MDS2 3

WS
5.2 ALOF
5.3 AUDT
5.4 AUTH
5.5 CSUP
5.6 DIDT
5.7 DTBK
5.8 EMRG
5.9 IGAU

5.10 MLDP /
5.11 NAUT
5.12 PAUT
5.13 PLOK
5.15 SAHD
6.2 SGUD

5.16 STCF
5.17 TXCF
5.18 TXIG
6.3 RMOT
6.4 SBOM SBOM
6.5 CONN

5.14 RDMP

6.6 MPII
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Team-NB Notified Body   2024/11
FDA AI Team-NB AI

Team-NB
FDA

FDA
FDA AI Team-NB

IG-NB: 2024_Joint-Team-NB-IG-NB-PositionPaper-AI-in-MDQuestionnaire-Version 1
https://www.ig-nb.de/veroeffentlichungen

Team-NB: Joint-Team-NB-IG-NB-PositionPaper-AI-in-MD-Questionnaire-V1-20241125
https://www.team-nb.org/wp-content/uploads/2024/11/Joint-Team-NB-IG-NB-PositionPaper-AI-in-MD-Questionnaire-V1-20241125.pdf

/

https://www.enisa.europa.eu/publications/cybersecurity-of-ai-and-standardisation
https://op.europa.eu/en/publication-detail/-/publication/e52bf2d7-4017-11eb-b27b-01aa75ed71a1/language-en

AI CRA

AI

AI
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V AI

Figure 4 – AI-enabled Device-specific Activities and Tasks included in Traditional V-Model

IEC 63621
Artificial intelligence 
enabled medical 
devices - Data 
management
AI
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6.2.4
IG-NB

Team-NB AI
AI

AI

1. AI
EU 2017/745 3. EU 2017/746 3. EN ISO 13485 7.1 

2. AI Adversarial ML Threat Ma-trix FDA MAUDE
EU 2017/745 3. , EU 2017/746 3. , EN ISO 13485 8.2, 8.4,  EN ISO 14971 5.3 5.4

7.2 10,  MDCG 2019-16, EN 62304 9.6 , EN 82304-1 8

3.   
EU 2017/745 I 3. c), 17.2, 17.3, EU 2017/746 3. EN ISO 13485 7.3.3 c. EN ISO 14971 5.3

4.
EU 2017/745 3. EU 2017/746 3. EN ISO 14971 7.2

5. AI
EU 2017/745 I 17.2. EU 2017/746 I 16.2. MDCG 2019-16 EN 62304, 4.3, 5.1.1 e) IEC 81001-5-1:2021

6.
EU 2017/745 I 1. 4. EU 2017/746 I 1. 4., EN ISO 14971 10.2

7. AI
(

) EU 2017/745 I 1. 4., EU 2017/746 I 1. 4., EN 62304 5.1.1 4.3
https://www.team-nb.org/wp-content/uploads/2024/11/Joint-Team-NB-IG-NB-PositionPaper-AI-in-MD-Questionnaire-V1-20241125.pdf
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ML AAMI CR 
ML

•
• ML
•

•
•
•

•
•
•

•
•

•
•

•
•

•
•

•
• :

•
•

•
• :

AI/ML
•
• :

AI/ML
•
• :

•
• :

•
• :
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3.

39Security in Healthcare Intelligence Electronics Legacy system and Digital transformation (SHIELD) for Medical Devices 2026

4

A

C D

OS
/

1

B

C D

OS
/

2 OTS

C

C D

OS
/

3 SaMD

SaMD

4

D

OTS

OS: RTOS, 
Linux 

OS: RTOS, Linux, Windows OS: RTOS, Linux, Windows, 
Android, iOS

OS: 1, 2, 3
,

SaMD Android, iOS

/
Windows Android Google LLC iOS Cisco Systems, Inc.

SaMD
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Rubric for Applying CVSS to Medical Devices (2020/10/27 )
https://www.mitre.org/sites/default/files/2021-11/pr-18-2208-rubric-for-applying-cvss-to-medical-devices.pdf
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ISO 14971:2019 (

harm
physical injury or damage to the health of people or damage to property or the environment

injury or damage to the health of people or damage to property or the environment

FDA IMDRF

(ISO 14971)
(

)

Figure 2 – A Venn diagram showing the relationship between security 
                  and safety risks  AAMI TIR 57

SafetySecurity

p p yp p y

th i t

p p y

th i toperty

…
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Interoperability

Safety

Security Privacy

Usability

Interoperability

IoT Android iOS/iPadOS
OWASP MASVS Mobile Application Security 
Verification Standard L2

PII
ISMS

OS OS 
OS Android Google LLC iOS Cisco Systems, Inc. iPadOS Apple Inc.

SaMD
OS
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MASVS FDA Cybersecurity / SaMD IEC 62304 / IEC 81001-5-1 ISO 14971

V1 , DFD, 5.3 4.4

V2 PHI/PII 
V3 5.5
V4 5.2
V5
V6 OS (8)
V7 SBOM, 5.7
V8

MASVS Mobile Application Security Verification Standard V2.1.0 
https://mas.owasp.org/MASVS/

IoT : Android iOS/iPadOS
IEC 62304 IEC 81001-5-1

SiMD SiMD SaMD
Secure by Design

SiMD
BLE Bluetooth Low Energy
OS

Android Google LLC iOS Cisco Systems, Inc. iPadOS Apple Inc.

SaMD
SiMD
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Hardening Guide
Loosening Guide Internet

Internet

Hardening Guide
Loosening Guide

https://www.cisa.gov/news-events/alerts/2023/10/16/cisa-nsa-fbi-and-international-partners-release-updated-secure-design-guidance
https://www.cisa.gov/resources-tools/resources/secure-by-design
https://www.itmedia.co.jp/enterprise/articles/2310/19/news065.html

= =

OS

= = Japan’s National Center of Incident Readiness and Strategy for Cybersecurity (NISC)
» https://www.nisc.go.jp/eng/pdf/cs-strategy-en-pamphlet.pdf
Japan’s Ministry of Economy, Trade and Industry (METI)
» Guide of Introduction of Software Bill of Materials (SBOM) for Software Management
https://www.meti.go.jp/english/press/2023/0728_001.html
» Collection of Use Case Examples Regarding Management Methods for
Utilizing OSS and Ensuring Its Security
https://www.meti.go.jp/english/press/2022/0510_003.html

https://www.meti.go.jp/press/2022/05/20220510001/20220510001.html
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•
•
•

https://www.cisa.gov/resources-tools/resources/secure-demand-guide

QMS
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MDS2, SBOM, 
ISAO, ISAC, NCO, CISA, ,

: JPCERT/CC CVE

0115 0328 0328

SaMD
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CSIRT

https://www.jpcert.or.jp/ics/ics-community.html
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JVN

CVE /
CVE

NVD

NIST

CPE

CVE

CVE

DB

SBOM

SBOM

SBOM

SBOM

MMMM
SBOM

MMM

JPCERT/CC



49Security in Healthcare Intelligence, Electronics, Legacy system, and Digital transformation (SHIELD) for Medical Devices 2026

1.
CNS-6201 01-03,01-04,01-05,01-06,02-10,02-

11,02-40 DoS

2. ID
CVE: CVE-2025-59668
JVN: JVNVU#96989989

3.
/

:
: CNS-6201
: 01-03,01-04,01-05,01-06,02-10,02-11,02-40

CWE-476: NULL Pointer Dereference

CNS-6201 UDP
NULL

(DoS)
UDP

4.
DoS

5. CVSS
CVSS v4.0 Base Score: 8.7 / HIGH
CVSS v4.0 Vector: CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N
CVSS v3.1 Base Score: 7.5 / HIGH
CVSS v3.1 Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVD
5.

2024 9 EOS

•
•

• HIS

•
(DoS) (5

)
6.

QuinnTech.ai Jared P. Quinn CISA
CISA JPCERT/CC

7.

https://www.nihonkohden.co.jp/feedback.html 

https://jvn.jp/vu/JVNVU96989989/index.html
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-  SaMD
AI/ML

IoT Android iOS/iPadOS

US

OS

Secure by Design

roid iOS/iPadOS
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SBOM

ISAO/CERT
IPA JPCERT/CC

CISA

FDA

MITAMITAMITAMITA

FDA

ICS-
CERT

NISC

FDA

MITAMITAMITAJFMDA

MHLW

CVD
CISA

IPA
JPCERT/cc

2005 FDA AMED
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2026
ISMS

SBOM

VEX
+

VEX: Vulnerability-Exploitability eXchange
https://www.cisa.gov/sites/default/files/publications/VEX_Use_Cases_Document_508c.pdf
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