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Data Safe Havens

Shared model for dassifying data sets and work
packages into common sensitivity tiers, with
recommended security measures for each tier

plementation on Azure to provide a

ased platform for remote anal f
sensitive datasets Independent, isolated secure
research environments deployed for each project

uthorization and access management
vironments

Maximizing researcher productivity while maintaining
security appropriate to the tier

Classification — How should you

handle your data?

Very sensitive personal,
commercial or government
data

Personal data with weak or

Most commercially
e data
Strongly
pseudonymised
personal data

Data with very low
consequences for
disclosure

Open data

only from kno
dedicated secure roon|
Stricter package whitel}

Access only from know

Access only from known networ|
Remote desktop o

No outbound intern|

No copy/pa

Full package mirro

No Safe Haven require
Outbound internet ¢
Access from internet ¢
Still require good standa
security practic

No Safe Haven require)
Outbound internet
A

Using Data Safe
Havens

We create separate secure
environments for each
new research project

e by software-

ined infrastructure and

Data Lifecyde
. New project

. Classify data, and analysis
as a Work Package

. Deploy a Secure Research
Ervironment [SRE)

Ingress the data

. Carry out the research in
the SRE

. Classify outgoing data as
Work Packages

. Egress the data

access
controls

Independent per-project Secure
Research Environments [SREs)

Shared Tier 3 Mirrors
Extermnal
Mirror

(2]

Internal

al ! M
|
Mirror P
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