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Table 1: Comparison of CSV to CSA (part 1).
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Figure 1: Comparison of CSV to CSA (part 2).
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Specifically, FDA considers a software feature, function, or operation to pose a high process risk In contrast, FDA considers a software feature, function, or operation not to pose a high process
when its failure to perform as intended may result in a quality problem that foreseeably risk when its failure to perform as intended would not result in a quality problem that
compromises safety, meaning a medical device risk. This process risk identification step foreseeably compromises safety. This includes situations where failure to perform as
focuses only on the process, as opposed to the medical device risk posed to the patient or user. intended would not result in a quality problem, as well as situations where failure to
Examples of software features, functions, or operations that are generally high process risk are perform as intended may result in a quality problem that does not foreseeably lead to
those that: compromised safety. Examples of software features, functions, or operations that generally are

not high process risk include those that:
e Maintain process parameters (e.g., temperature, pressure, or humidity) that affect the

phﬁsw'al profP erties of product or manufacturing processes that are identified as essential e Collect and record data from the process for monitoring and review purposes that do not
to device salety: ) . . have a direct impact on production or process performance;
e Measure, inspect, analyze and/or determine acceptability of product or process with e Are used as part the quality management system for Corrective and Preventive Actions

limited or no additional human awareness or review;

e Perform process corrections or adjustments of process parameters based on data
monitoring or automated feedback from other process steps without additional human
awareness or review;

e Produce instructions for use or other labeling provided to patients and users that are
necessary for safe operation of the medical device; and/or

e Automate surveillance, trending, or tracking of data that the manufacturer identifies as
essential to device safety (e.g., cybersecurity) and quality.

(CAPA) routing, automated logging/tracking of complaints, automated change control
management, or automated procedure management;

* Are intended to manage data (process, store, and/or organize data), automate an existing
calculation, increase process monitoring, or provide alerts relevant to managing data
when an exception occurs in an established process; and/or

e Are used to support production or the quality management system, as explained in
Section V.A.1 above.
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¢ Unscripted testing: Dynamic testing in which the tester’s actions are not prescribed by
written instructions in a test case.' It includes:

I Scenario Testing (Also referred to as Ad-Hoc Testing): A specification-based test
/ LJ J case design technique based on exercising sequences of interactions between the
test item and other systems.? (Users are considered to be other systems in this
context.)

> RN 2 | 2 7 ¢ [Experience-based testing: Class of test case design techniques based on using
o F D A d) jj /r & / ‘j: ) the experience of testers to generate test cases.”! Experience-based testing can
N N R AN — T \‘ — include concepts such as test attacks, tours, and error taxonomies which target
}l LY L 7:_ Jy{ | G) ), ;( I\ I £ E, k ) potential problems such as security, performance, and other quality areas,” and
can include:
é *L ( \, \ % ( — 'f&” ) o ¢ Error guessing: A test design technique in which test cases are derived on

the basis of the tester’s knowledge of past failures or general knowledge of

failure modes. The relevant knowledge can be gained from personal

o U n S C r I p t e d te S t I n g experience, or can be encapsulated in, for example, a defects database or a

“bug taxonomy.”?

° EX p e rl ence- b ase d te Stl N g ¢« Exploratory testipg: Experience-based testing in which the’teste.r

spontaneously designs and executes tests based on the tester’s existing

: relevant knowledge, prior exploration of the test item (including results

¢ E rror g uessin g from previous tests), and heuristic “rules of thumb” regarding common
. software behaviors and types of failure. Exploratory testing looks for
* EX p | ora to ry te Stl n g hidden properties, including hidden, unanticipated user behaviors, or

accidental use situations that could interfere with other software properties

o S C r I p t e d te S t I n g being tested and could pose a risk of software failure.*

e Scripted testing: Testing in which test cases are recorded (e.g., document in a test

\ — — =~ > management tool or in a spreadsheet) and can then be executed manually or
* / 7 l\ |_7 I } 0) I ) ;7\ 7 JI LY l_/ Z N executed automatically using an automated testing tool. The level of detail
required for each test case and the evidence necessary to establish the software

73—['[3 g % T Z l\ :E) Z_ ( E L \ feature, function, or operation performs as intended depends on the risk posed by

the software feature, function, or operation. For example, depending on the
| N <} }—L A intended use, a more robust scripted testing where the test cases and evidence may
° H | g h ) X 7 S Cri pte d te St T 5-( include detailed requirements for repeatability, traceability, or auditability may be
appropriate.
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Scripted testing & Unscripted testing
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(5) Additional Considerations for Assurance Activities

. V4 N7z
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1J O) / J — Ct % [/ When deciding on the appropriate assurance activities, manufacturers should consider whether

there are any additional controls or mechanisms in place throughout the quality management

A\ N S system that may decrease the impact of compromised safety and/or quality if failure of the
/ \ l/ VD \/ software feature, function or operation were to occur. For example, as part of a comprehensive
assurance approach, manufacturers can leverage the following to reduce the effort of additional

assurance activities:
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Activities and established processes that provide control in production or fully verify
processes in which software is involved. Such activities may include procedures to ensure
integrity in the data supporting production, subsequent inspection or testing, or software
quality assurance processes performed by other organizational units.

Established purchasing control processes for selecting and monitoring software vendors.
For example, the medical device manufacturer could incorporate the software
development practices, validation work, and electronic information already performed by
developers of the software as the starting point and determine what additional activities
may be needed. For some lower-risk software features, functions, and operations, this
may be all the assurance that is needed by the manufacturer.

Additional process controls, including activities to reduce cybersecurity exposure,* that
have been incorporated throughout production. For example, if a process is fully
understood, all critical process parameters are monitored, and/or all outputs of a process
undergo verification testing, these controls can serve as additional mechanisms to detect
and correct the occurrence of quality problems that may occur if a software feature,
function, or operation were to fail to perform as intended. In this example, the presence of
these controls can be leveraged to reduce the effort of assurance activities appropriate for
the software.

The data and information periodically or continuously collected by the software for the
purposes of monitoring or detecting issues and anomalies in the software after
implementation of the software. The capability to monitor and detect performance issues
or deviations and system errors may reduce the risk associated with a failure of the
software to perform as intended and may be considered when deciding on assurance
activities.

The use of tools supporting software development and system life cycle activities (e.g.,
bug, anomaly tracking, requirement traceability tools) for the assurance of software used
in production or as part of the quality management system whenever possible.

The use of testing and results done in iterative cycles and continuously throughout the life
cycle of the software used in production or as part of the quality management system.
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79 SASExcel EOEHFIFM AT AV —ATE., Yo Lk diZ ERES ;fﬁf+mfggﬁ- % independently record the data and time of operator entries and actions
e . - . - that create, modify, or delete electronic records. Record changes shall not
LT L E 9 ]2l FANT DN I T T z . ' : : it trai ;
7ot :IJ: L - 0 BIZIT, AT A 4 - ff_ /r Mfﬁ:‘f 7 obscure previously recorded information. Such audit trail documentation
A3y ba—A (HIEERR) 2, ABAZ7 7 A4 VOERFEFE2TAELNTLL D shall be retained for a period at least as long as that required for the subject
FiER electronic records and shall be available for agency review and copying
(= - B27) The R Foundation understands this item to mean that the creation, modification or deletion of records must
i - = . - have an associated audit trail describing who, when and why an action was performed. Additionally, any
Exc Bt e — RO — i - ; g . I Y. an;
SAS/Excel FOERMBER I VY —ARLINLOY— Aol INET 7 A ADHT such aundit trail will be also considered an electronic record within the scope of Part 11.
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R is not intended to create, maintain, modify or delete Part 11 relevant records but to perform calenlations
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HELWEELET, Where R's use may be interpreted as creating records, however, R can support audit trail creation within

the record.

R includes date(), Sys.time(), Sys.Date() and Sys.timezone() functions which enable users to in-

E | 2 O 2 4_0 3 2 1 e I’e S q a . p d '|: clude date and time stamps on report, graphical and other output, thus enabling the use of this information
in the tracking of user sessions.
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